N> weinTEK PLC Connection Guide

OPC UA Client

Supported Series: Weinetk OPC UA Server, Unified Automation, Prosys, Kepware

HMI Setting:

Parameters Recommended | Options Notes
PLC type OPC UA Client

PLC I/F Ethernet

Port no. 4840

) ) None / Basic128Rsal5 /
Security policy | None

Basic256 /
Messa [
.ge None N.one / Sign/
security mode SignAndEncrypt

Re-Build Certificate when HMI Starts

Use sha-256 mode (default sha-1)

Support Uncertain Initail Value

On-line simulator Yes Multi-HMI connect ‘ Yes

When you use opc ua client for the first time, you need to set time related settings, please
refer to the settings below.
System Parameter Setting -> Time Sync./DST

System Parameter Settings “
Device Model General System Remaote Security Extended Memory
Cellular Data Network Time Sync./DST e-Mail FTP
HMI time zone : | (UTC+08:00) w

* [HMI time zone] setting will also be used for timestamps of OPC UA and MQTT.

[C]Enable time synchronization with the external device when HMI starts

Enable time synchronization wia NTP {Network Time Protocol) server

Execute time synchronization when HMI starts

Server response time has been adjusted in accordance with DST

I Server response time : | (UTC+08:00) v I

Metwork time server 1: | 0.pool.ntp.org (e.q. wwv.nist.gov or 24.56.178.140 )
Metwork time server 2 : | 1.pool.ntp.org
Network time server 3: | 2, pool.ntp.org
Metwork time server 4; 3.pool.ntp.org
Update interval (10 ~ 86400} : | 10 seconds

*Use LW-11273 ~ 11294 to modify settings on HML.
*If failed to execute time synchronization, the status of LB-12055 is set to ON.
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Update Mode:

[Request Mode]
The opcau client will actively send a ReadRequest packet to the opcau server. After the
server receives the packet, it sends it back to the opcau client using a ReadResponse
packet.
[Subscription Mode]
The server regularly performs tag sampling on the PLC.
1. If the "value" or "status" of the TAG changes, the PublishResponse will be sent to the
client in the next Publsihing tick.
2. If the values do not change, an empty PublishResponse will be sent to the client to
ensure that the connection is still established, otherwise it will timeout.

OPC UA Advanced Settings

evice Settings Endpointurl : opc.tep://192.168. 1. 111:4340 a

Server name : |

Security
IP Address Settings Security policy :  None v

Message security mode :  ppna v

=g
Paddress: | 192 . 188 . 1 . 111 |

[_JRe-build Certificate when HMI starts
Portno.: 4840

I SecuriH. Authenitcation... I

[ Ssupport Uncertain Initial Value
Authentication
Communication Settings © Anonymous
Timeout (sec) : 5.0 -

() User name, Password

Turn around delay (ms) : 0
Username :

Resending commands: |0 -
Password :

() Certificate, Private key
Use certificate and private key on HMI first (if existed). Otherwise, use imported files below.
Certificate :
Private key :
Private key password :

Session

oK ol Session name :

Update mode
Ok

i e |

(_)Request

10 subscription 100 (100 ~ 60000 ms)

Cancel
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Certificate:

HMI self-build certificate with rebuild mode:

System Parameter Settings

Device Madel General System Remote Security
Cellular Data Metwork

Client

-Z:.:Z' HT salf-build certificate with sebuild wode 'Z::Z' Clustormn cedificate

[Re-build Mode]

Does the certificate exist in the HMI?

1. Yes, overwrite the certificate and reload it.
2. No, create a new credential and load it.

[Not Re-build Mode]
Does the certificate exist in the HMI?
1. Yes, load the credentials existing in the HMI.

Time Sync. [OST e-Mail FTP

Exte

2. No, there is no certificate in the HMI and cannot communicate with the server.

Device Settings “
IP Address Settings
IP address : 192 . 188 . 3 .20 |
Port no.: 4840
| Security, Authenitcation... |

Communication Settings

OPC UA Advanced Settings

Timeout (s¢

Endpointurl : | opc.tep:/f192. 168, 3. 20:4840
Turn around delay (m PC.tpsy 6 =}

. Server name : |
Resending comman

Securi

Security policy : | Basic256 hé

Message security mode : SignAndEncrypt v

I Re-build Certificate when HMI starts I [ use sha-256 mode (default sha-1)

["] Support Uncertain Initial Value

Trusted Server Certificate : Import...

OK Cancel




I—_‘ WE!NTEK PLC Connection Guide
Custom Certificate:

Import custom certificate
*Note: If you choose to import a custom certificate, you cannot check rebuild cetificate,
otherwise the cetificate will be overwritten.

System Parameter Settings

Device Model General System Remote Security Ex
Cellular Data Metwork Time Sync., [OST e-Mail FTP OPCUA

Clhiant

() O seli-build certifizate with mhbuild wode (@) Custom cextificate
Ceificate: Imported OO, ..

Trripoat Fasat
Favate kay: Innposted
Tt Fazet

Note: The [Custom Certificate] function can only be downloaded to HMI and cannot be
used for online simulation.

Support Device Type:

Data type EasyBuilder data format

Bool bit
Int 16-bit BCD, Hex, Binary, Signed 16-bit
Ulnt 16-bit BCD, Hex, Binary, Unsigned 16-bit
Dint 32-bit BCD, Hex, Binary, Signed 32-bit
Real 32-bit Float 32-bit
UDiInt 32-bit BCD, Hex, Binary, Unsigned 32-bit
Lint 64-bit Signed 64-bit
ULInt 64-bit Unsigned 64-bit
Double 64-bit Float 64-bit

Note: EBPro V6.03.02 or later supports 64 bits data type (CMT Series only), but please
note that the address limit range is 48 bits in maximum..
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Tag Manager:

1. In EasyBuilder Pro, add OPC UA Client into the device list, set [IP address], [Port no.],

and then open [Security, Authentication].

2.Click the magnifier icon near the [Endpoint url] field to open Discover Server window. In
the window the security parameters of OPC UA Server can be found. Click [Apply], the
parameters will be automatically filled into the fields in Security group box in OPC UA

Settings window. Finish the rest of the settings and then click [OK] to leave.

OPC UA Advanced Settings

Endpointurl : | opc.bep://192. 168, 1. 132:43010

Server name :
Security ‘
Security)

Discover Server

Message security
opc. top: /192, 168. 1, 132:48010 Search

[ Ire-build Certificaty

* opc.top:/f192.168.1,132:48010
DSUDDOI’t Uncertain = 2 UaServerCpp@DESKTOP-LSOMRS]
= None -Naone

Trusted Server C & Basic236 - Sign

& Basic256 - Sign & Encrypt

& Basic2565ha2s6 - Sign

4 Basic2565ha256 - Sign & Encrypt
Authentication

(®) Anonymous

() User name, Pass

U Exit

Passwarg .

() Certificate, Private key

3.Click Tag Manager. If “Connection failed.” message appears, please check the
communication parameters.

Systern Parameter Settings “
Colluiar Data Patwork Erinter/Bncup Sarer Tirra Sync AOIET Ml Facpes
Dewice Mzl Generd Eyatern Setting Edourity Hes-85(0 Fasts Estendled Memesy
Derdice

Mo Kane Lacalion Dwvics hipe Inte®nce ¥ Prolacol Stabon ne
Lol Hid Listal Hil Lacal WTAOTHE B0 -

s *

gy Debaie Sattngn. I=pon Tagi

Fropci deacnpiscn
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4. Device (right click) -> Rebrowse -> Expand node

File Device Window

Addresses g x
4 |Device ) k |A
4 Objects Properties
b Server Rebrowse
4 Demo
> 005_AccessRights
009 _BoilerDemo

[
[ 010_ComplianceTest(Demo CTT)
4 001_Dynamic

VariableWithByteStringMNodeld
i VariableWithGuidModeld({1d545837-3edb-43f5-a4 b8-073c0775fcbe])
& YariableWithMumericModeld(4294967295)
[ Arrays
> Scalar(Deme.Dynamic.Scalar)
00&_DynamicModes(Demo.DynamicModes)
004 _Events{Demo.Events)
014_Files(Demo.Files)
02 Histore(Memn. Histond

T v v

5. Drag the address to be added to the right area. If the node has child nodes, they will be
added as well.

a ] Device Address Manager =
File Device Window
Adaresse 5% & x
WD“" card Reset .
4 Device = | 001_Dynamic
4 Ogpects Name Type Full Hame <] L —
Server Ful Harme Objects.Demo0l_Dyna...
4 Demo VariableWithHu... UDINT Objects.Demo,001_Dynamic(Dema.Dy. e Do
i —_— ) Ham
:;—:“I‘:" ghts VariableWithGu... UDINT Objects Demo.001_Dynamic(Dema.Dy.. amepace |2
) ¢ i Identifier De z
010_ComplianceTestiDemo CTT) VariableWithEy... UDINT Objects Demo.J01_Dynamic(Demo.Dy.. i emo.Dynamic
-« [001_Dymamic ¢ - vin
VariableWithByteStringhodeld Ulntd UUNT Objeets.Demo.001_Dynamie{Dema.Dy... Ientifier Type  String
VariableWithGuidHodeld Description
VarisbleWithNumescNadeld Ulnt4 UUNT Objects.Demo.001_Dynamic(Dema.Dy...
oy PCUAT ninawn
;l‘“!’r U2 UDINT Objects Demo 01 _Dynarnic(Dema.Dy... OPCURType  Unkno
Mapped Type
008_Dynamichlodes(Demo.Dynamichodes) Uiz UDINT Objects. Demo.001_DynamiciDemo.Dy... il
ents(Dema.Events)
014_Files(DemaFiles) Ulntts UINT Objects Demo001_Dynamic(DemoDy... |
002 HrstordDemi, Histond e
Log & x
Level Timestamp Message =
Info 13:54:38.646 succeeded to connect
nfo 135450361 connection status changed ta Disconnected
Info  13SASLSE  Server cetificateis acceppted permanently
Info 135451609 connection status changed to Connected
Infe 13:54:51.614 succeeded to connect
Info 135508836 connection status changed to Disconnected
Ifo  13SSS3I3  Server cetficateis acceppted permanently
Info 135553125 conmection status changed to Connected
Info 13:55:53.129 succeeded to connect
Emor  1356365%  browse of Nodeld = NSDJNumenicl faled due to BadHodeldUnknown -

6. Log will display the import results, and unsupported data types will display a message in
this field.
UaStatus code: https://www.opcti.com/common-error-codes.aspx

0 Device Address Manager - olEH|
Fle Device Window
Adacesses 5 x satibute & x
Reset
4 Device <] Name Outputhrguments
4 Objects Name  * Type Full Name =
4 Server "
i Wiitable 800L Objects.Demo14_Files.senverconfig xmi Viritable A o Ohiests S CeMonto
“method statuse#me . N
dthac szstuséfriethod. £ fie0MAeL 1402 Witable 800L Objects Demo.014_Files uanodesetimportami Witable miegecets {P
#method trigger##method_class##ns0¢id#11492 et 1404
InputArguments WorkOrderVari.. UDINT Objects.Demo.015_WorkOrder WorkOrderVariable2 oo
Outputhrguments - ="
e | e e Identifier Type  Numeric
ServesConfiguration iption
ResendOats. WorkOrder UDINT Objects.Demo.000_Static Arays. WorkOrder Descriptior
- opcuAT, ErtensionObject
m :P‘ S iy WorkOrder UOINT Objects.Demo.000_Static.Scalar Structures WorkOrder ype ventis
Mapped Type
ServesStatus Vector UNT Objects.Demo.000_Static Amrays.Vector pped Typ:
Senvicelevel
ServerCapabilties | |vector unt Objects Demo 200 Static.S<alar Structures. Vector -
™ CE]
Level Timestamp Message o
Eror 164235615 | browse of Nodekd = NSO[String114.0 faied due to BadodeldUnknown
fror 16123562 browse of Nodeid = NSD[StringB114_1 failed due to BadNodeldUnknown
for 161235858 browse of Nodekd = NSO[String030_0 fuled due to BadNodeldUnknown
Eror 161235881 browse of Nodeld = NSD[StringB00_1 faled due to BadNodeldUnknown
Eror 160235883 browse of Nodekd = NSO[StringB112.0 fuled due to BadNodeldUnknown
froe 161235890 browse of Nodekd = NSD[StringB112.1 faled due to 8- -
br = NSO}StringPB112.0 faied due to BadNodeldUnknown |
fror 161236080 browse of Nodekd = NSO[String'030_0 fuiled due to BadhodeldUnknown
fror 161235067 browse of Nodeld = NSO[Stringi030_1 failed due to BadNodeldUnknown
fror 161236103 browse of Nodekd = NSO[StringB112.0 faied due to BsdNodeldUnknown
froe 161236111 browse of Nodeld = NSD[StringS112.1 failed due to BdNedeldUnknown =
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7. After importing the address, save it and leave. The specific operations are as follows:

[File] -> [Save] -> [EXxit]

m

File Device Window

Save ax -
— L
Exit

253)

4 Demo
> 005_AccessRights(Demo.AccessRights)
> 009_BoilerDema(Demo BoilerDemo)

> 010_ComplianceTest(Demo.CTT) |
4 001_Dynamic
> VariableWithByteStringNodeld (0x65666768)
> hGuidNodeld(Ld54! db-43f5-a4b8-073c0775fchel]
> VarisbleWithNumericNodeld(4294967295)
4 [Amays )
4 Boolean
> Byte 1
> ByteString

> DateTime 1
> Double i

Connection Diagnostics:

The UaStatus Code address can be used to diagnose communication connection problems. If
the project was created earlier, this address may not be found. The user can enter the tag
manager to get the tag again, and then use the ASCII object to read the data. The information
that can be obtained is as follows:

B Error code for failed connection

B “GOOD” will be displayed if the connection is successful.

Cy 4 5 Tags Name
> Ha Objects
H2 Objects
) UaStatus Code
MNew ASCI *

General DataEntry Security Shape Font Trigger Action Setting

Comment :

B Allow input i ]

[ Multi-line display
Data format

Encoding :  UTF-8 (Default) v
String termination : | Ignore null character ~

[l Reverse high/low byte

Read/\\rite
Device: QPC UA Client >

Tag: UaStatus Code (ns:10;s:UaStatus Code) ~ 20 word(s)
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The following describes common Error Codes and solutions.

1. BadCertificateHostNamelnvalid

[Reason]: cleint-certificate does not match the HMI.

[Solution]:

1.1 Check the following two options and download the project again.

Re-build Certificate when HMI starts Use sha-256 mode {default sha-1)

1.2 If the user needs to import client-certificate, please make sure the created client-cert
matches the HMI name.

2. BadCertificateTimelnvalid

[Reason]: The server checks whether the client- certificate on the HMI has expired or has
not yet taken effect.

[Solution]:

2.1 Check the time setting of the HMI.

2.2 Confirm whether the time when the client-certificate was generated is normal. If the
time is abnormal, please check the following two options and re-download the project.
After the download is complete, confirm the client-cert again.

Re-huild Certificate when HMI starts IUse sha-256 mode (default sha-1)

2.3 How to confirm client-cert
2.3.1 Confirm from the OPC UA Server's Credential Management System UI.
2.3.2 If the OPC UA server is a Weintek HMI, users can confirm the client- certificate
of the OPC UA client from Easyweb.

3. BadCertificateUrilnvalid

[Reason]: This is common when you import your own client-cert. When the client-
certificate uri created by the user has a problem.

[Solution]: Check the following options to download again

Session

Session name :

Parse ApplicationUri From Client Certificate
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4. BadCommunicationError

[Reason]: Network communication failed

[Solution]:

4.1 Check the target IP/Port no. settings are correct, ping to see if it works.

4.2 Check that the network cable is plugged into the HMI and the network indicator is
displayed correctly, and check that the HMI network settings are correct.

4.3 After confirmation, the user can re-download the project or restart the HMI to
re-confirm communication.

5. BadSecurityChecksFailed

[Reason]: The OPC UA server does not trust the client-certificate sent by the opcua client
yet

[Solution]: Open the server management certificate page and trust the corresponding
client- certificate.

Examplel: UA Demo Server
1.1 UA Demo Server management page, find the corresponding credentials.

# UA Server Administration - C:/Program Files (x86)/UnifiedAutomation/UaCPPServer/bin/ServerConfig.xml
T4 Endpoints Trace Certificates
Trusted Tssuers

Certificates

Status. Name Valid From Valid To Organization OrganizationUnit Locality State Country AppURI DomainName 1 Filename

$8 Untru... cMT-SVRX820-FAE-93F8 2024/1/7 5. 2029/1/7 ... urn:cMT-S...  cMT-SVRXB20-FA.. C:/Program..
Trusted UaClient@cMT-CTTO 2024/1/7 £E5F.. 2029/1/7 ... Weintek OPCUAClient Taipei Taiwan ™ urn:eMT-C... cMT-CTTO 192.1... C:/Program..
Trusted UaClient@cMT-CTTO 2024/1/7 E5F.. 2029/1/7 .. Weintek OPCUAClient Taipei Taiwan ™ um:eMT-C.. cMT-CTTO 192.1... C/Program..
Trusted UaClient@DESKTOP-OKHP3VD 2025/5/19 F... 2093/5/2.. Weintek OPCUAClient Taipei Taiwan ™ urn:DESKT.. DESKTOP-OKHP3.. 172.2.. C/Program..
Trusted UaClient@JackLiang-PC 2025/5/13 T 2093/4/27 .. Weintek OPCUAClient Taipei Taiwan ™ urn:Jacklia... Jackliang-PC 192.1.. C/Program.
Trusted UaExpert@Jackliang-PC 2025/5/13 L 2030/5/12 . Weintek driver New Taipei  x ™ urn:Jacklia.. Jackliang-PC C:/Program.

15 Own . UsServerCpp@Jackliang-PC  2025/3/7 =5 2030/3/6 .. Organization Unit Lacationh DE urn:lacklia... JackLiang-PC C:/Program

1.2 Trust the certificate.

$ Untru.. cMT-SVRX820-FAE-93F8 —_ |
Trusted UaClient@cMT-CTTO Tust [
Trusted UaClient@cMT-CTTO Reject I
Trusted UaClient@DESKTOP-0KHP3Y Delete |

Trusted UaClient@JlackLiang-PC

. Open... |
Trusted UaExpert@JackLiang-PC 1 —— |

i Own LlaServerCnni@ lackl iana-PC 2025/3/7 =

1.3 Trusted Certificates.
o Trusted cMT-SVRX820-FAE-93F8
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Example2: Weintek OPC UA Server
2.1 Open the easyweb of opcua server, find OPC UA / Certificates, and switch to the
[Trusted Clients]

\ @ MT.SVRX-820/822 HMI Name: clT-C94A Date/Time: 2025/07/14 16:31:32 @ 2 admin v
‘ Easy 20
OPC UA
OPC UA Server| @ Running [ ® stan |
© opc.tcp:/i192.168.2.89:4840/
. etting Edit node Discovery Advanced
Trusted Clients
@ Features
ValidF o e o _
Name rom Organization Org-amzatu:n URI Filename S|gna.ture
o Unit Algorithm
UaClient@t
ony-PC [91
2025/0  2093/0 umtony-PC'W  2D31DE230
UaClient@iony 7101 6231  Weintek OPCUACIient  eintek OPCUA  80FD52088  SHA1-RSA
-PC 70731 7053 Client 3718BD9%0
220DD7B9
EB9].der
2.2 Select the untrusted certificate and click [Trust].
Valid F Valid t
Organization Signature
Name rom Organization g URI Filename g .
o Unit Algorithm
UaClient@t
ony-PC [21
2025/0 2093/0 umctony-PC:W  2D31DE230
UaClient@tony  7/101 6/23 1 Weintek OPCUACIlient gintekk OPCUA  80FD52083 SHA1-RSA
PC 7073 7:06:31 Client 3718BD290
22DDD7BY
EB9].der

Export Certificate

o Y
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6. BadCertificateUntrusted

[Reason]: The OPC UA Server does not trust the user-certificate exchanged by the OPC
UA Client

[Solution]:

6.1 The certificate management to the server accepts user- certificate. Take the client
connecting to the Weintek OPC UA Server as an example, switch to the [Trusted Users]
and trust it.

\\0 CMT-SVRX-820/822
EasyWeb 2.0

’ HMI Name: cliT-Co4A Date/Time: 2025/07/14 16:50:11 @ & admin v

o OPC UA

B Network

OPC UA Server| @ Running ‘| Stop |
== Project © opctcp//192 168 2 894840/

Server Setting Edit node Certificates Discovery Advanced

Trusted Users |

E Data

@ Features

Valid Fro Valid to

o ) Signature Algor
Name " Organization OrganizationUnit URI Filename hm

BC1317410F5C

user- 20250200  2035/02/0 umuser-1:Weintek:  080C2B2F2420
SHA256-RSA
1

100:02:00  100:02:00 OPCUACIient DB2DEB486436

1641 der

Export Certificate

@

6.2 Another way is to import the user-cert into the HMI in advance, switch to the [Trusted
Users] page, and import the certificate.

HMI Name: clAT-C94A Date/Time: 2025/07/14 16:56:07 ] admin
\‘O CMT-SVRX-820/822 - ® -
EasyWeb 2.0

0 - OPC UA

f] Network P —
OPC UA Server| © Running | @
© opc.tcp://192.168.2.89:4840/

Server Setting Edit node Certificates Discove: Advanced
&= Data —

Trusted Users |

. Project

@ Features

Valid Fro Valid to

Signature Algor
Name " Organization OrganizationUnit URI Filename it

® OPCUA No Data

Import Certificate
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7. BadTooManySessions

PLC Connection Guide

[Reason]: There are multiple devices/sessions connected to the server at the same time,
and the server's upper limit is reached

[Solution]:

7.1 Close other OPCUA CLIENT software used for testing.

7.2 Do not connect online simulation and HMI to the server at the same time.

Wiring Diagram:

Ethernet cable:

W/Orange 1 W 1 W/Orange
Orange 2 e 2 orange
W/Green 3 3 W/Green
W/Blue 5 5 WiBlue
Green 6 ’ 6 Green

WiBrown 7 7 WiBrown
Brown 8§ W 8 Brown



